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Executive Summary
The Equifax data breach of 2017, one of the largest cybersecurity incidents in recent
history, serves as a significant case study for organizations and individuals alike. This breach
exposed vulnerabilities in data protection and underscored the far-reaching risks of unauthorized
access to personal information. The technical root cause of the breach was the failure to patch a
known vulnerability in the Apache Struts web application framework, allowing attackers to

exploit Equifax's systems and access sensitive data.

Investigations into the Equifax breach revealed delayed patching, inadequate security
controls, and lack of encryption as key findings. These findings emphasize the need for
organizations to strengthen their patch management processes, implement robust security
controls, and utilize encryption to protect sensitive data. Additionally, recommendations include
proactive vulnerability management, comprehensive incident response planning, and effective

communication strategies to minimize the damage caused by a breach.

Various lessons exist that organizations can learn from this breach. Some of the lessons
include the importance of timely patching, robust vulnerability management, data classification
and protection, and comprehensive incident response plans. Organizations must prioritize prompt
application of security patches, establish processes for vulnerability management, implement
strong data protection measures, and develop detailed incident response plans to mitigate the

impact of a breach and maintain trust.



Introduction

The Equifax data breach is considered one of the most significant and far-reaching data
breaches in history. The Equifax data breach—which occurred in 2017, remains one of the most
significant cybersecurity incidents to date. The data breach is said to have exposed the personal
information of approximately 148 million individuals, highlighting the urgent need for
organizations and companies to prioritize cybersecurity. Equifax is one of the largest consumer
reporting agencies (CRA) in the world and is also one of the largest agencies in the United States
reporting on consumer credits and selling the data to third parties for scrutiny like credit scores.
The company suffered a breach that exposed the sensitive personal and financial information of
approximately 148 million individuals. As a result, the resulting effects of this breach were vast
and therefore there was the need for the responsible agencies to ensure that such an occurrence
does not happen again. This case study analysis aims to delve into the technical root cause of the
breach, extract valuable lessons for organizations, and assess the resultant risks the affected

individuals face.

Discussion

Significance of the Study

The Equifax data breach holds immense significance as it shed light on the vulnerabilities
of personal data and the severe consequences that arise from inadequate security measures. The
data breach had profound implications for both Equifax and the affected individuals or
populations. The breach involved a vast amount of sensitive data, including names, Social
Security numbers, birthdates, addresses, and in some cases, driver's license numbers. Such
information is highly valuable to cybercriminals and can be exploited for identity theft, financial

fraud, and other malicious activities. The incident not only exposed the affected individuals to



substantial risks but also eroded public trust in Equifax and highlighted the need for robust
cybersecurity practices. Also, this incident serves as a poignant reminder for organizations to

prioritize cybersecurity to safeguard sensitive information effectively.

Root Cause of the Breach

The root cause of the Equifax data breach can be traced back to a vulnerability in Apache
Struts, an open-source web application framework used by Equifax. The specific vulnerability,
known as CVE-2017-5638, allowed attackers to execute arbitrary code remotely. Equifax had
failed to patch the vulnerable version of Apache Struts, despite a critical security patch being
available for two months before the breach occurred. This oversight provided an entry point for
hackers to infiltrate Equifax's systems and gain access to the sensitive data they held. The reports
identify the technical root cause of the Equifax breach as a vulnerability in the Apache Struts
framework, which was coupled up by nineteen months of deactivation of the machine used to
monitor traffic to Equifax’s Automated Consumer Interview System (ACIS) environment; hence
no traffic could be monitored. This made it easy for the attackers to actively exploit the
unpatched version of Apache Struts to gain unauthorized access to Equifax's systems and
infiltrate sensitive data without immediate detection by Equifax. This critical vulnerability
provided a gateway for the attackers to infiltrate the organization's infrastructure that rendered
the whole Equifax system compromised, resulting in a one-of-a-kind data breach in American

history.

Lessons Learned
Given the significance of the data breach at Equifax, organizations holding and
responsible for holding consumer data can learn valuable lessons to help them prepare and

prevent a similar occurrence from happening. The first lesson is to conduct regular patch



management of its technological infrastructure. The Equifax breach underscores the critical
importance of promptly applying software patches and updates. Organizations must establish
robust patch management processes to address known vulnerabilities promptly, reducing the risk
of exploitation. It is the duty of organizations to promptly identify and apply security patches for
all software and systems, particularly for known vulnerabilities deemed critical. Implementing a

well-defined patch management program can help prevent attacks targeting known weaknesses.

Ensuring strong access control and encryption policies is another valuable lesson that can
be learned from this case study. Implementing robust access controls, including two-factor
authentication and privileged access management, can significantly reduce the risk of
unauthorized access to sensitive data. If Equifax had proper and active-controlled access of its
system, it would have been harder for hackers to infiltrate into the system. Proper access control
mechanisms ensure that only authorized individuals can retrieve or modify data. Also, data
minimization and encryption should be adopted in storing only the necessary personal
information required for business purposes. Additionally, sensitive data should be encrypted both

in transit and at rest to provide additional protection against unauthorized access.

Employing network segmentation and continuous monitoring can restrict unauthorized
lateral movement within a network. Restricting access privileges and implementing network
segmentation can limit the lateral movement of attackers within a compromised system.
Equifax's breach involved the exfiltration of vast amounts of sensitive data, which might have
been mitigated by better access controls and network segmentation. By implementing strong
network boundaries and actively monitoring network traffic, organizations can detect and

respond to suspicious activities promptly. Additionally, keeping the network up-to-date by



renewing security certificates in time would go a long way in ensuring that the network is

healthy at any given time.

Results
Investigations into the Equifax breach revealed several alarming findings which are listed

below:

The first finding was that inadequate security measures were implemented at Equifax
both for before and after a cyberattack (U.S. House of Representatives Committee on Oversight
and Government Reform, 2018). The breach exposed significant weaknesses in Equifax's
security infrastructure. Equifax lacked effective mechanisms for detecting and responding to the
breach promptly. The attackers had unauthorized access to the network for over two months,
during which they extracted sensitive data without detection. This was made possible by the
present areas of vulnerability which included unpatched software, insufficient access controls,
and a lack of proper monitoring and detection systems. These vulnerabilities allowed the breach

to occur and compromised the integrity of the organization's data.

The investigations also found that there was delayed response and communication.
Equifax's response to the breach faced criticism due to the delayed disclosure to the public and
inadequate communication with affected individuals. Equifax was slow to detect the breach, with
the attackers having access to the compromised systems for an extended period. This delayed
response allowed the exfiltration of a substantial amount of sensitive data before the breach was
discovered. The lack of timely and transparent communication eroded trust and inflicted

significant reputational damage.



The breach exposed significant weaknesses in Equifax's data protection practices. The
sensitive data accessed by the attackers was inadequately secured, raising concerns about the
organization's data protection and encryption measures. As a result, the breach triggered
increased scrutiny from regulators, resulting in numerous lawsuits, regulatory fines, and
settlements. Equifax faced substantial financial and reputational repercussions, underscoring the
importance of complying with data protection regulations and implementing robust security

measurcs.

Recommendations
For companies and organizations to prevent similar incidents and mitigate the risks
associated with data breaches, implementing the following recommendations is encouraged. The
first recommendation is to prioritize cybersecurity (United States Government Accountability
Office, 2018). Organizations must prioritize cybersecurity as a core component of their business
strategy. This entails strong leadership commitment, allocation of adequate resources, and

ongoing training and awareness programs to foster a culture of security.

Another recommendation would be for the companies and organizations to implement a
regular vulnerability management program. Establishing a comprehensive patch management
program that includes regular vulnerability assessments, prioritization of patches based on risk,
and timely implementation of security updates across all systems and software should be the
priority (United States Government Accountability Office, 2018). A robust regular scanning and
proactive monitoring of the organization's IT infrastructure would ensure that known

vulnerabilities are promptly addressed and mitigated.

Also, there should be an incident response readiness protocol. Organizations should

develop and regularly test an incident response plan that outlines the steps to be taken in the



event of a data breach. The plan should include procedures for timely communication with
affected individuals, regulatory bodies, and the public, promoting transparency and rebuilding

trust.

Companies and organizations are required to enhance data protection by employing
encryption and tokenization techniques to protect sensitive data both in transit and at rest.
Organizations should adopt data minimization practices, ensuring that personal information is
collected, processed, and stored only for necessary business purposes. This would also include
conducting regular assessments of third-party security controls and requiring them to provide
evidence of compliance with industry standards and best practices in ensuring that the data
shared in end-to-end is encrypted and that there is little chance of creating potential

vulnerabilities due to integration to prevent multilevel IT infrastructure compromise.

Lastly, organizations are required to comply with consumer data regulations as the
governing bodies dictate. This includes staying updated with relevant data protection laws and
regulations and ensuring compliance. They should also establish a privacy governance
framework encompassing data handling, consent management, and transparency to protect
individuals' rights and privacy. Partners should also comply with these regulations and industry
standards to ensure conformity and individual responsibility and accountability of consumer data

being handled.

Conclusion
In conclusion, the Equifax data breach serves as a profound lesson for organizations to
acknowledge the criticality of robust cybersecurity measures. By addressing the technical root

cause of the breach and implementing the recommended measures, organizations can enhance



their security posture and protect sensitive data effectively. It is imperative to mitigate the
resultant risks faced by individuals affected by such breaches, including identity theft, financial
fraud, and reputational harm. By prioritizing cybersecurity, organizations can foster trust and

ensure the security and privacy of individuals' data.
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